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Parfait relates an application-level specification 
to a circuit-level implementation.
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≈

Information-preserving refinement (IPR) rules out correctness 
bugs, security bugs, and timing side-channel leakage.

Parfait formalizes IPR and proves its 
transitivity to enable modular proofs.

We built and verified 4 HSMs, including a 
PKCS#11-compatible ECDSA signature HSM.

Parfait is a framework for building hardware security modules 
(HSMs) with high assurance through formal verification.

Parfait’s verification approach rules out software bugs, 
hardware bugs, and timing side channels in HSMs.

Parfait scales to sophisticated HSMs—we used Parfait to build 
and verify a PKCS#11-compatible ECDSA signature HSM.

anish.io/parfait

Parfait enables verifying new applications and porting 
to new hardware platforms with moderate effort.

Parfait developer workflow and verification approach.
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var prf_key, prf_counter, sig_key

def initialize(new_prf_key, new_sig_key):
    prf_key = new_prf_key
    prf_counter = 0
    sig_key = new_sig_key

def sign(message):
    if prf_counter == 2^64 - 1:
        return Error
    nonce = hmac_sha256(prf_key, prf_counter)
    prf_counter += 1
    return ecdsa_p256(message, sig_key, nonce)


