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Problem: bugs across the software and hardware stack

Software bugs


Hardware bugs


Timing side channels
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bool check(char *password, char *guess) {
for (int i = 0; i < PW_LEN; i++) {
  if (password[i] != guess[i]) {
    return false;
  }
}
return true;

}

Non-constant-time code



Bugs across the stack: timing
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Non-constant-time code


Compiler-introduced timing issues
bool check(char *password, char *guess) {

bool eq = true;
for (int i = 0; i < PW_LEN; i++) {
  eq &= (password[i] == guess[i]);
}
return eq;

}
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Non-constant-time code


Compiler-introduced timing issues
bool check(char *password, char *guess) {

bool eq = true;
for (int i = 0; i < PW_LEN; i++) {
  eq &= (password[i] == guess[i]);
}
return eq;

}



Bugs across the stack: timing
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Non-constant-time code


Compiler-introduced timing issues


Microarchitectural side channels



Goal: eliminate bugs across the stack

Systematic approach to rule out a large class of bugs in software and hardware:


Correctness bugs


Security bugs


Timing side-channel leakage
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Approach: formal verification
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R = k * G
r = R.x
s = k^-1 * (h + p * r) mod n
return (r, s)

Mathematical specification

~ 100 LoC

Entire hardware/software system

~ 10,000 LoC

=IPR
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Information-Preserving Refinement: 
captures correctness, security, and non-leakage
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Verification 
tool

✅  /  ❌
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Challenge 1: gap between specification and implementation

Huge gap between mathematical 
specification and circuit-level 
implementation


Software: optimized code for crypto


Hardware: pipelined processor
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Solution: proof modularity using transitive IPR

Break down the proof into more manageable pieces


Formalized and proved transitivity of IPR


Separate reasoning about software, compilation, and hardware
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h = hash(msg)
k = rand()
R = k * G
r = R.x
s = k^-1 * (h + p * r) mod n
return (r, s)

= C = Asm = •••
System-on-a-Chip

CPU ROM

I/O RAM

FLASH

=



Challenge 2: different ways of thinking about equivalences

Prior work has looked at connecting 
specs to C, C to Asm, ...


Different ways of thinking about 
equivalences, that capture different 
properties
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Pre/post-conditions

Refinement

Compiler correctness

Noninterference

Constant-time



Solution: IPR as a common framework

IPR as the consistent way to think about 
equivalences across levels of abstraction


Lift existing proofs to IPR where possible


Software, compilers


Introduce new techniques otherwise


Hardware
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pre/post-condition style proof

⇒ verified lifting
IPR proof

compiler correctness

⇒ verified lifting
IPR proof



Contributions

Transitive IPR: scaling proofs of IPR with modularity


Proof techniques for IPR: proving IPR across the software/hardware stack


Parfait verification framework: implements these techniques


Application of Parfait to Hardware Security Modules (HSMs):


Including an ECDSA-signing HSM (2,300 LoC and 13,500 lines of Verilog) 
verified against a 40 LoC spec (on top of specs from HACL*)
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anish.io/parfait

http://anish.io/parfait


Context: hardware security modules (HSMs)

Factor out core security-critical functionality 
to a separate device


Billions of deployed HSMs: U2F token, iPhone 
Secure Enclave, PKCS#11 HSM, Apple Cloud Key Vault, ...

Let's Encrypt

Boulder CA Certificate-signing HSM

request signature

get signed cert

(holds encryption keys)
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Information-Preserving Refinement (IPR) [Knox, OSDI'22]
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ECDSA HSM Spec =
var prf_key, prf_counter, private_key  
 
def initialize(new_prf_key, new_private_key):  
    prf_key = new_prf_key  
    prf_counter = 0  
    private_key = new_private_key  
 
def sign(message):  
    if prf_counter == 2^64 - 1:  
        return Error  
    nonce = hmac_sha256(prf_key, prf_counter)  
    prf_counter += 1  
    return ecdsa_p256(message, private_key, nonce)

IPR
System-on-a-Chip

CPU ROM

I/O RAM

FLASH

ECDSA signing HSM spec

~ 40 LoC

Entire hardware/software system

~ 15,000 LoC
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System-on-a-Chip

CPU ROM

I/O RAM

FLASH

ECDSA signing HSM spec

~ 40 LoC

Entire hardware/software system

~ 15,000 LoCSpecification 

interaction model: whole-command state machine, 
only observables are function calls and return values 

(no notion of timing)
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ECDSA HSM Spec =
var prf_key, prf_counter, private_key  
 
def initialize(new_prf_key, new_private_key):  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    prf_counter = 0  
    private_key = new_private_key  
 
def sign(message):  
    if prf_counter == 2^64 - 1:  
        return Error  
    nonce = hmac_sha256(prf_key, prf_counter)  
    prf_counter += 1  
    return ecdsa_p256(message, private_key, nonce)

IPR
System-on-a-Chip

CPU ROM

I/O RAM

FLASH

ECDSA signing HSM spec

~ 40 LoC

Entire hardware/software system

~ 15,000 LoC

Implementation 
interaction model: cycle-precise digital wire-level I/O
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System-on-a-Chip

CPU ROM

I/O RAM

FLASH

=
ECDSA HSM Spec

Ideal World Real World

Emulator

fn()

fn()

Driver

fn()
Information-Preserving Refinement (IPR) [Knox, OSDI'22]
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System-on-a-Chip

CPU ROM

I/O RAM

FLASH

=
ECDSA HSM Spec

Ideal World Real World

Emulator

fn()

fn()

Driver

fn()

Circuit implements spec, and it doesn't leak any additional 
information through its cycle-precise wire-level behavior


Captures correctness and security

Information-Preserving Refinement (IPR) [Knox, OSDI'22]
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System-on-a-Chip

CPU ROM

I/O RAM

FLASH

=
ECDSA HSM Spec

Ideal World Real World

Emulator

fn()

fn()

Driver

fn()
Information-Preserving Refinement (IPR) [Knox, OSDI'22]

Key intuition of how IPR captures timing: 

(1) model spec as a whole-command state machine,

(2) model implementation at the cycle-precise level, and 

(3) show that we can exactly reproduce the implementation's 
timing behavior given access only to the spec



HSM structure

uint8_t state[STATE_SIZE];  
uint8_t cmd[COMMAND_SIZE];  
uint8_t resp[RESPONSE_SIZE];  
 
void main() {  
  while (1) {  
    read_command(&cmd); // from I/O interface  
    load_state(&state); // from persistent memory  
    handle(&state, &cmd, &resp); // core computation  
    store_state(&state); // to persistent memory, atomic  
    write_response(&resp); // to I/O interface  
  }  
}

System software 
(I/O and persistence)


Written by platform 
developer


Core application logic (timing-
sensitive application code)


Written by application 
developer
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Parfait developer workflow: implementation
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Parfait proof approach: modular verification with transitive IPR
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Parfait case studies

*Spec LOC doesn't include specs from HACL★, which we use without modification
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If CompCert was as 
good as GCC: 8.1 sig/s
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26

Hardware 
[Verilog]

App Impl 
[C]

App Impl

[Asm]

Firmware

[Binary]

System Software 
[C/Asm]

platform developer

KaRaMeL CompCert GCC Yosys

System-on-a-
Chip (SoC)

CPU ROM

I/O RAM

FLASH

functional-physical simulation

App Impl 
[Low★]

app developer

equivalence equivalencelockstep

App Spec 
[F★]

pre/postcondition reasoning
proof

symbolic circuit simulation
proof

26



Bugs captured by IPR and Parfait

26

Hardware 
[Verilog]

App Impl 
[C]

App Impl

[Asm]

Firmware

[Binary]

System Software 
[C/Asm]

platform developer

KaRaMeL CompCert GCC Yosys

System-on-a-
Chip (SoC)

CPU ROM

I/O RAM

FLASH

functional-physical simulation

App Impl 
[Low★]

app developer

equivalence equivalencelockstep

App Spec 
[F★]

pre/postcondition reasoning
proof

symbolic circuit simulation
proof

26

Logic bugs 
Use-after-free bugs 

Software-level leakage (e.g., through error codes)
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Miscompilation bugs
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Software, compiler, or hardware-induced timing leak 
System software bugs 

Linker script bugs 
Stack overflow 

CPU bug (e.g., pipeline hazard)
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No special-case handling for any of these bugs: 
 

all captured by verifying IPR between 
application specification and circuit-level implementation.



Evaluation: low effort software proofs

Can implement and verify a new app in a 
couple hours, reusing existing proofs from 
HACL★
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Evaluation: low effort hardware proofs decoupled from software

Can port to a different CPU in a couple hours of dev time


Make the computer do the hard work


No app-specific proof code


But verification is end-to-end for specific app
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Related work

Hardware/software co-verification: Bedrock2 [PLDI'21, PLDI'24], CakeML [PLDI'19], Knox [OSDI'22]


Focused on correctness, not confidentiality (including side-channel leakage) 
Knox does not scale to HSMs with software like public-key crypto


Leakage models: HACL★ [CCS'17], ct-verif [Sec'16], SideTrail [VSTTE'18], CompCert-CT [POPL'19], 
LeaVe [CCS'23], ...


No end-to-end (application-level spec to RTL) results


Parfait is the first to verify non-leakage from app spec to RTL with modular proofs
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Conclusion

Information-Preserving Refinement (IPR) formalizes correctness, security, 
and non-leakage


Transitive IPR: scaling proofs of IPR with modularity


Proof techniques for IPR: proving IPR across the software/hardware stack


Parfait verification framework: implements these techniques


Application of Parfait to HSMs

anish.io/parfait
30

http://anish.io/parfait

